
Named Data Networks

An awesome Network Architecture!



How does today’s Internet 
architecture work?



Lets take an example



Example!
1. You want to watch the movie “KGF” on amazon prime.
2. You type in the following URL: 

a. URL: www.primevideo.com/movie=”KGF”

3. And press Enter

http://www.primevideo.com/movie=


What happens now?



What happens now?
1. First thing which happens is DNS Lookup!



DNS Lookup!
1. Send the URL to a DNS Server near to you. 
2. Wait for some time :(
3. Get the IP Address of a amazon primevideo server



Now you have the IP Address



Then?
1. Your machine accesses the server using that IP Address. 
2. It establishes a connection(assuming TCP) with the 

server.
3. Assuming the movie is divided into 1000 pieces, your 

machine starts asking piece by piece.
4. Let the URL of first piece be 

www.primevideo.com/movie=”KGF”/piece=”1”

http://www.primevideo.com/movie=


The normal process.
1. As you finish watching a part, the next part is requested 

by the browser and it is loaded.



A quick Analysis!



DNS Lookup is costly :(

It is of the order of milliseconds



DNS Lookup
1. It is of the order of milliseconds.
2. It is hidden latency.
3. And we know it there is a problem here.
4. We have a huge DNS Infrastructure built to reduce this 

hidden latency
5. But we certainly cannot reduce it to zero :(



Quick Analysis!
1. We are spending time in terms of RTTs(Round Trip Time) to 

get data from prime servers to the host machine.
2. Is this really needed? Are we spending more?



Consider this case
1. Suppose your friend is also watching KGF on amazon prime.
2. Can you do something about it?



Consider this case
1. Suppose your friend is also watching KGF on amazon prime.
2. Can you do something about it?
3. Nope :(



In the current architecture, if you 
want something, you directly talk to 

the server

Even if there is a source near you.



Can you see any difference between 
Application layer and Network Layer?



Differences between application Layer and network layer
1. Application Layer works solely on URLs.
2. Network Layer solely works on IP Addresses.



Can you see this disparity?



Why was TCP/IP Stack built in the first 
place?



Why was TCP/IP Stack built in the first place?
1. To replace Telephone Networks which used Circuit 

switching.
2. To use packet switching to transfer data from one machine 

to another machine.



What?
1. TCP / IP Stack meant to replace a Machine-to-Machine 

Circuit switching technology.
2. Conclusions?



TCP/IP Stack is also a Host-to-host 
technology. 

But is uses packet switching



Then what happened?



World Wide Web came, Content 
distribution came.



And they became the internet we 
know today



What about Application 
Layer?



What about application Layer?
1. A URL is at the heart of Application Layer.
2. This is where WWW, Content Distribution happens.



Application Layer and network layer
1. Application Layer has NO CLUE about how Network Layer is 

working.
2. And Network Layer knows NOTHING about Application Layer.



Application Layer knows data, 
But

Network Layer knows hosts. 



DNS is the GLUE between 
Application Layer and 

Network layer.
And now we know why that hidden latency is a 

necessary evil



What about IP Security?



What about IP Security?
1. IPv4 has it’s limitations.
2. Not secure
3. Very easy to spoof IP Addresses. This is an open problem 

even today. This is a source of a huge range of network 
attacks.

4. IP does not worry about integrity of a packet.
5. IPSec is an Add-On for IPv4 to make it secure



This is not impressive 



What did we discuss so far?
1. Network Layer(IP) knows only Hosts / IP Addresses.
2. Application Layer knows only Data or URLs to locate that 

data.
3. They are working in 2 entirely different paradigms.
4. There comes DNS - the necessary evil - unwanted, but 

needed.
5. IPv4 is not as secure as it has to be.



And there comes NDN!!



It solves all these problems 
with it’s design

Well, its designed to solve all these problems



What is NDN?



NDN: Named Data Networks



An overview
1. It works at the Network Layer.
2. Hosts are not identified here(No IP Addresses)
3. Only Data!
4. Data pieces are given UNIQUE names.



How does a ndn-packet look like?
There are 2 types of packets.



Interest packet and Data 
packet



Types of ndn-packets
Take the example where you want to watch “KGF” in amazon 
primevideo.

1. You generate an Interest packet with the Data’s name on 
it.

2. You need the first piece. Name of the first piece is 
www.primevideo.com/movie=”KGF”/piece=”1” 

http://www.primevideo.com/movie=


Interest Packet



This is sent to nearest NDN 
Router

Unlike IP where DNS Lookup should happen first.



Magic happens, and you get a 
corresponding 
DATA PACKET.



Data packet



Types of NDN-machines
HOST - WHICH 

GENERATES INTEREST 
PACKETS

Source - which 
gives back the data 
packet when it gets 
an interest packet



NDN Router - an overview
It has multiple Network Interfaces.

And mainly, 

There are 3 data structures in a NDN Router. 

1. Content Store
2. Pending Interest Table
3. Forwarding Information Base



Content Store
1. This is a huge cache in the router.
2. It has Data and it’s Name stored in it. 
3. If it has the data piece that a certain Interest Packet 

needs, router takes it. 
4. Data Packet is sent to you(host)
5. The Interest is said to be satisfied by a Data packet.



Content Store



Qn: What if Content store 
does not have that data 

packet?



PENDING INTEREST TABLE
to the rescue!



Pending Interest Table
1. Suppose the Data packet with 

name=www.primevideo.com/movie=”KGF”/piece=”1” is not in 
Content Store.

2. The name of data piece request in Interest Packet and 
Interface from which Interface came are noted! 

3. The name says everything about the table :P

http://www.primevideo.com/movie=


Pending Interest Table



Pending Interest Table
If there is already an entry of the data packet the host 
wants, no new entry is added.



Just Adding an entry in 
some table won’t get the 

data packet right?



Now comes
FORWARDING INFORMATION 

BASE



Forwarding Information Base
1. That Interest Packet is then routed to several other NDN 

routers in contact with it.
2. Here, routing happens with the help of Data names



Idea: an interest packet should 
always routed towards the source



Main Source = primevideo 
server

Or can it be something else??



Routing!
Interest Packet is routed from one NDN router to another 
till it reaches the source.



Routing!
Or the interest packet can be sent to my friend who is also 
watching KGF!



Interest Packets have to 
routed. 

It has to be sent from requesting host to a source 
as fast as possible!



What about data packet?



They don’t have to be 
routed!

Some compute saved.



An example: You want to 
watch the very famous 

“KGF” movie!



Assume your friend is also 
watching(famous movie:P)

Requesting this: 
www.primevideo.com/movie=”KGF”/piece=”1”



TCP / IP



TCP / IP Scenario



Request Packet from host to server:1, 2, 3, 4, 5



Data Packet from server to host: 6, 7, 8, 9, 10



Quick analysis!
1. Host has to talk to the server every single time it wants 

something.
2. Practically, 25-30 hops per RTT.



Let us take NDN

Multiple possibilities



NDN: Interest packet from Host to nearest NDN Router 
and the friend



Multiple cases



Case1: Data is found in nearest router’s content 
store



Case2: DATA FOUND IN FRIEND’S CONTENT STORE



QUICK ANALYSIS
1. Took 2 hops - 1 RTT
2. This is a practical case.
3. Condition: The content(here movie) should be present in 

the Content store.
4. Most popular, trending content is present in Content 

store!



Case 3: No data packet with router and friend => 
Send interest packets to other routers



Interest Packets are routed- 
sent to specific routers 

which will help reach source 
quickly



What if router 3 had the data?



Worst Case
1. The interest packet goes to the main source(actual 

primevideo server)

 



Quick Analysis
1. Best case: Data is available in the first hop itself



Quick Analysis
1. Best case: Data is available in the first hop itself.
2. Worst case: Data available in main server.

Time taken: (in terms of hops)

1. Best case: 2 hops
2. Worst case: 25-30 hops



Best case time of IP is 
comparable with worst case 

of ndn



What about security?
1. Data packets carry the hash of data it is carrying. So, 

data integrity is guaranteed.
2. IP does not have anything like that. It has a simple 

checksum for simple error detection.
3. An add-on called IP-Sec is designed for IPv4 security.
4. Increased privacy - this comes by NDN’s design!



Is this the best then?



Nope. Everything in this 
world comes with a 

trade-off :(



Few things to think about
1. How will a NDN device ensure freshness of data?
2. Does all this require sophisticated hardware?
3. Can it replace IP completely as a network layer?
4. And many more I don’t know…



NDN can technically replace 
Content distribution 

networks
CDNs are used to reduce transmission delay.



Will NDN fit into Business 
models of companies like 

google, amazon, netflix etc.,?



They all use Advertisement based models with 
extensive data-analytics 

and 
LEAST IMPORTANCE TO ONE’S PRIVACY



Open question: Will NDN be 
used?



Questions?



Suggestions, feedback?



Thank you :-)


